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AUTENTICACAO X AUTORIZACAO
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O Desafio

60+ microservices
Quem serao os usuarios?
Uso back-end e front-end?




Proxy Reverso



PROXY REVERSO

“A reverse proxy Iis a server that sits in
front of web servers and forwards client
requests to those web server.”

Cloudflare



https://www.cloudflare.com/learning/cdn/glossary/reverse-proxy/

PROXY REVERSO

Forward Proxy Flow
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PROXY REVERSO

example.com

user'’s device (D)

Reverse Proxy Flow

Betc

i HAPROXY

example.com

user’s device (D)

example.com

user's device (D)

g COMMUNITY EDITION “IIIIII' I
traefik I
N > [t orgin server(F)
reverse proxy (E) I NERRRERE I
NGIMX M Istio —
' g origin server(F)



TRAEFIK / PROXY REVERSO

Forward Authentication
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TRAEFIK / PROXY REVERSO

Configuracoes necessarias
TOML:

[entryPoints]
[entryPoints.https]
[entryPoints.https.auth.forward]
address = "http://auth.local/validate"

ETCD:

/traefik/entrypoints/https/auth/forward/address
=http://auth.local/validate




JSON Web Tokens



JSON WEB TOKENS

JWT - JISON Web Tokens (REC 7519)

Authorization: Bearer eyJhbGci101JIUzI1INiIsInR
5cCI6IkpXVCI9.eyJzdWIi10i1JOZXNOIiwiaWFOIjoxNTE

A U1 IRVA O GWbu4-T4w7wSMIHAMr fYI5FVntFciRUu
pCZiul_Cvo

{ {
"alg": "HS256", "sub": "test",

"typ": "JWT" "jat": 1516239022
} }



https://tools.ietf.org/html/rfc7519

HANDS ON /JSON WEB TOKENS

Biblioteca
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https://github.com/dgrijalva/jwt-go

HANDS ON /JSON WEB TOKENS

func (a Service) GenerateToken(u User) (string, error) {

now := time.Now() .Unix()

expiration := now + int64Ca.tokenPeriod)>
token := jwt.NewWithClaims¢gwt.SigningMethodHS256»

jwt.Map

sub": user.ID,
"1at": now,

"exp": expiratio

})
return token.SignedString([]byte(é:E}ivateKégZ) }




HANDS ON /JSON WEB TOKENS

func (a Service) ValidateToken(t string) error {
_, err := jwt.Parse(t,&.validationCallback))

if err 1= nil {

return errors.New("invalid access token")

}

return nil




HANDS ON /JSON WEB TOKENS

func (a Service) validationCallback(token *jwt.Token)
(interface{}, error) {
if _, ok := token.Method. (*jwt(SigningMethodHMAC); !ok {

return nil, errors.New("unexpected signing method")

}
return [lbyte(@.privateKey)y nil




HANDS ON /JSON WEB TOKENS

POST /authenticate

Authorization: Bearer +didentifier:secret
e

Authenticate(c Credentials) (User, error)

(

GenerateToken(u User) (string, error)

Sy

200 OK

Content-Type: application/json
"eyJhbGci071JIUzZI1INTIsINR5cCI6IkpXVCI9.eyJzdWIi01JOZXNOIiwiaWFo
IJoxNTE2MjM5MDIyfQ.ZGWbu4-T4w7wSMIHAMrfYI5FVntFciRUupCZiul_Cv"




HANDS ON /JSON WEB TOKENS

GET /validate

Authorization: Bearer eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCI9.eyJ
zdWIi01JOZXNOIiwiaWFOIjoxNTE2MjM5MDIyfQ.ZGWbu4-T4w7wSMIHAMrfYI
5FVntFciRUupCZiul_Cv

e

ValidateToken(t string) error

Ny

200 OK




Escalabilidade
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ESCALABILIDADE

Latency by Percentile Distribution
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ESCALABILIDADE
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ESCALABILIDADE

RAM: <5 MB

CPU: <0.0004% s
Pico RAM: <20 MB
Pico CPU: <0.04 s

Escalabilidade Horizontal



ESCALABILIDADE

Latency by Percentile Distribution
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